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Senior 4
Term 3
THEME: COMPUTER SYSTEMS

Topic 1/1: SYSTEM AND DATA SECURITY

Competency: The learner manages software that enables a computer to function properly.

Manage Software,
eep Computers Running!
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Scenario question 1

Imagine you are a computer specialist, explain the concept of computer security.

Model Answer

Computer Security refers to the protection of computer systems, networks, and data from

theft, damage, unauthorized access, or misuse. It ensures that information remains safe,

reliable, and available to the right people.

Core Concepts of Computer Security

(i)

(ii)
(i)
(iv)
(v)

Confidentiality: Keeping data private so only authorized users can access it.
Integrity: Ensuring information is accurate and not altered by unauthorized people.
Availability: Making sure systems and data are accessible when needed.
Authentication: Verifying the identity of users (e.g., passwords, biometrics).

Authorization: Granting users permission to access specific resources.

Types of Threats

(i)

(ii)
(i)
(iv)

(v)

Viruses and Malware: Harmful software that damages files or steals data.

Hackers: Unauthorized users who break into systems.

Phishing: Fake emails or websites tricking users into giving personal information.
Data Theft: Stealing sensitive information like exam records, marking guides before
exams or financial details.

Denial of Service Attacks: Overloading systems to make them unavailable.

Protection Measures

(i)

(ii)
(i)
(iv)
(v)

Antivirus software and firewalls.

Strong passwords and multi-factor authentication.
Regular updates to patch vulnerabilities.

Data backups to prevent loss.

User awareness through training and safe practices.
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Ugandan Context

In Uganda, computer security is vital for:

(i) Schools protecting exam records and student data.
(if) Businesses safeguarding financial transactions and customer information.
(iii) Government offices ensuring secure tax, census, and ICT systems.

Scenario question 2

Imagine you are a computer specialist, explain how to secure computer systems against

attacks.

Model Answer

To secure computer systems against attacks, organizations and individuals must combine

technical measures, policies, and user awareness.

(i) Strong Authentication
Use strong passwords, PINs, or biometrics.
Enable multi-factor authentication (MFA).

(ii) Regular Software Updates
Keep operating systems and applications patched.
Close vulnerabilities that hackers exploit.

(iii) Firewalls and Antivirus
Block unauthorized access to networks.
Detect and remove malware before it spreads.

(iv) Data Encryption
Protect sensitive files and communications.
Ensure stolen data cannot be read.

(v) Access Control

Limit system access to authorized users.
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Assign roles and permissions carefully.
(vi) Backups
Regularly back up important files.
Restore data in case of ransomware or hardware failure.
(vii)  User Awareness Training
Teach safe browsing, email handling, and phishing detection.
Encourage reporting of suspicious activity.
Defenses Against Common Attacks
(i) Phishing: Verify emails, avoid clicking unknown links.
(ii) Malware: Install antivirus, avoid pirated software.
(iii) Denial of Service: Use intrusion detection systems and load balancers.

(iv) Data Theft: Encrypt files and monitor access logs.

Ugandan Context

(i) Schools: Secure exam records with passwords and backups.

(ii) Businesses: Protect financial transactions with encryption and firewalls.
(iii) Government offices: Use secure servers for tax and census data.

(iv) Individuals: Avoid sharing personal information on unsafe websites.

Scenario question 3

Imagine you are a computer specialist, describe ethical practices while using ICTs.

Model Answer

Ethics in ICT use means applying responsible, fair, and respectful behavior when handling
digital tools, data, and communication. It ensures technology benefits society without causing

harm.
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Key Ethical Practices
(i) Respect Privacy
Do not access or share personal information without consent.
Protect passwords and confidential data.
(ii) Avoid Cybercrime
Do not engage in hacking, identity theft, or fraud.
Report suspicious online activities.
(iii) Respect Intellectual Property
Do not plagiarize or copy software, music, or books illegally.
Cite sources when using digital content.
(iv) Practice Netiquette
Communicate politely online.
Avoid cyberbullying, offensive language, or spreading false information.
(v) Use ICT Responsibly
Limit screen time to avoid health issues.
Dispose of e-waste properly to protect the environment.
(vi) Promote Digital Inclusion
Share ICT knowledge with others.

Support equal access to technology in schools and communities.

Ugandan Context

(i) Schools: Teachers encourage learners to cite sources and avoid plagiarism in
assignments.

(ii) Businesses: Protect customer data and respect copyright laws.

(iii) Government: Enforce ICT laws against cybercrime and promote safe digital practices.

(iv) Communities: Raise awareness about responsible ICT use and e-waste management.
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Dr. Bbosa Science
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